“WannaCry” Ransomware – Infecting
Computer’s
1. Executive Summary
Security researchers found a ransomware called “WannaCry” or “Wanna Decryptor” is a type of ransomware which
spreads from machine to machine silently and remains invisible to users until it unveils itself, Which then warns
users that all their files have been encrypted with a key known only to the attacker and that they will be locked
out until they pay to an anonymous party using the cryptocurrency Bitcoin.

2. Introduction
Wana Decrypt0r triggered security alerts for ETERNALBLUE, an alleged NSA exploit. ETERNALBLUE works by
exploiting a vulnerability in the SMBv1 protocol to get a foothold on vulnerable machines connected online.
Microsoft patched the flaw in MS17-010, released in March, but that doesn't mean all Windows PC owners have
applied the security update.

3. Infection Vector and Analysis
Researchers found that WannaCry attack is
based on an attack developed by the NSA,
codenamed ETERNALBLUE. Once a computer
is infected, the ransomware typically contacts
a central server for the information it needs to
activate, and then begins encrypting files on
the infected computer with that information.
Once all the files are encrypted, it posts a
message asking for payment to decrypt the
files – and threatens to destroy the
information if it doesn’t get paid.

Spreading channel:
Figure 1: Wanna Cry Warning Window

Like all ransomware the WannaCry also spreads through Word documents, PDFs and other files normally sent via
email.
The malware is delivered as a Trojan through a loaded hyperlink that can be accidentally opened by a victim
through an email, advert on a webpage or a Dropbox link. Once it has been activated, the program spreads through
the computer and locks all the files with the same encryption used for instant messages.
Once the files have been encrypted it deletes the originals and delivers a ransom note in the form of a readme file,
and this malware modifies files in the /Windows and /windows/system32 directories and enumerates other users
on the network to infect. Both of these actions require administrative privileges.

Figure 2: Wanna Cry Warning Window

4. Indicator of Compromise (IoCs)
IOC’s are mentioned below:
TYPE

FileHash-SHA256

INDICATORFileHash-MD5

IPv4
d41d8cd98f00b204e9800998ecf8427e
a8d30fd8ffd02886818a89ebdd8e7502
05a00c320754934782ec5dec1d5c0476
26b205ffe4adaadbb442442cae653bdd
29365f675b69ffa0ec17ad00649ce026
46d140a0eb13582852b5f778bb20cf0e
4fef5e34143e646dbf9907c4374276f5
509c41ec97bb81b0567b059aa2f50fe8
5ad5075d8d66cd7c05899d8044fdab65
5bef35496fcbdbe841c82f4d1ab8b7c2
775a0631fb8229b2aa3d7621427085ad
7bf2b57f2a205768755c07f238fb32cc
7f7ccaa16fb15eb1c7399d422f8363e8
835fff032c51075c0c27946f6ebd64a3
83e5a812a371e0790066c6fb038f0d26
8495400f199ac77853c53b5a3f278f3e
84c82835a5d21bbcf75a61706d8ab549
86721e64ffbd69aa6944b9672bcabb6d
f107a717f76f4f910ae9cb4dc5290594
8dd63adb68ef053e044a5a2f46e0d2cd
b0ad5902366f860f85b892867e5b1e87
d6114ba5f10ad67a4131ab72531f02da
db349b97c37d22f5ea1d1841e3c89eb4
e372d07207b4da75b3434584cd9f3450
f529f4556a5126bba499c26d67892240
f9992dfb56a9c6c20eb727e6a26b0172
f9cee5e75b7f1298aece9145ea80a1d2
146.0.32.144
188.166.23.127
193.23.244.244
2.3.69.209
50.7.161.218
74.125.104.145
http://146.0.32.144:9001

URL

Mutex

domain

hostname

FileHash-SHA1

FilePath
CVE

http://188.166.23.127:443
http://193.23.244.244:443
http://2.3.69.209:9001
http://50.7.161.218:9001
Global\MsWinZonesCacheCounterMutexA0
MsWinZonesCacheCounterMutexA
RasPbFile
gx7ekbenv2riucmf.onion
sqjolphimrr7jqw6.onion
xxlvbrloxvriy2c5.onion
cwwnhwhlz52maqm7.onion
76jdd2ir2embyv47.onion
57g7spgrzlojinas.onion
r12.sn-h0j7sn7s.gvt1.com
www.iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea.com
e889544aff85ffaf8b0d0da705105dee7c97fe26
87420a2791d18dad3f18be436045280a4cc16fc4
51e4307093f8ca8854359c0ac882ddca427a813c
45356a9dd616ed7161a3b9192e2f318d0ab5ad10
6faeaf98d0eaf6671d74bc8e468bddc8ed1e0597
bd44d0ab543bf814d93b719c24e90d8dd7111234
C:\WINDOWS\system32\msg
C:\Windows\mssecsvc.exe
C:\WINDOWS\tasksche.exe
CVE-2017-0144

5. Mitigation
These are following mitigation to avoid these kind of attacks,
1. Backup Regularly: To always have a tight grip on all your important files and documents, keep a good backup
routine in place that makes their copies to an external storage device that is not always connected to your PC.
2. Keep your Antivirus software up-to-date: Virus definitions have already been updated to protect against this
latest threat.
3. Update latest patches of windows. (MS17-010 is a patch for ETERNALBLUE vulnerability.)
4. Keep your system Up-to-date: First of all, if you are using supported, but older versions of Windows operating
system, keep your system up to date, or simply upgrade your system to Windows 10.
5. Using Unsupported Windows OS? If you are using unsupported versions of Windows, including Windows XP,
Vista, Server 2003 or 2008, apply below emergency patch released by Microsoft
http://www.catalog.update.microsoft.com/Search.aspx?q=KB4012598

6. Enable Firewall: Enable firewall, and if it is already there, modify your firewall configurations to block access to
SMB ports over the network or the Internet. The protocol operates on TCP ports 137, 139, and 445, and over UDP
ports 137 and 138.
7. Beware of Phishing: Always be suspicious of uninvited documents sent an email and never click on links inside
those documents unless verifying the source.
8. Disable SMB: Follow steps given below as described by Microsoft to disable Server Message Block (SMB).
https://support.microsoft.com/en-in/help/2696547/how-to-enable-and-disable-smbv1,-smbv2,-and-smbv3-inwindows-vista,-windows-server-2008,-windows-7,-windows-server-2008-r2,-windows-8,-and-windows-server-2012.
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Disclaimer:1. These advisories are for information purpose only. We recommend you to act upon these advisories at your
own discretion after conducting risk analysis in your specific environment.
2. These advisories are time sensitive in nature and may be over ridden is subsequent updates from our side as
new information is received on the threats.

